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Apprentice ICT Support Officer  

Apprentice Grade 6 

 

About the Service 

Staffordshire ICT defines and delivers an ICT strategy that is directed by 

the ambitions of the County Councils Strategic Plan and in year Business 

Plans.  

  

The ICT strategy defines how Staffordshire County Council will exploit to 

best effect its use of  

Information and Communication technology with particular emphasis on 
how “Digital Transformation” can enable the Council to deliver services in a 

fundamentally different way that radically transforms Citizen Interactions 
and the delivery of services in a digital era.     

  

Such transformational change embracing cloud computing, mobile working 

and Information sharing requires strong leadership to understand and 

remodel cross organisational service delivery focusing on the whole system 

and designing this from a citizen perspective.  Inevitably such change calls 

for complex change management and negotiation skills to ensure 

successful and integrated delivery across public sector partners and private 

sector supplier organisations.    

     

Whilst the role of ICT in digital transformation is critical to long term 

organisational success and sustainability, the ICT function must also ensure 

that its delivery of the core ICT service is efficient, secure and reliable as 

the impact of technological or cyber security related failure is catastrophic 

to the productivity of the organisation. Robust management of ICT services 

and in particular the effectiveness of Cyber Security defences is paramount 

to the effective delivery of the councils legislative responsibilities.  

  

ICT Architecture, operations and Service delivery  

  

This area of the ICT service is responsible for the operation of the council 

ICT Infrastructure, this includes the Data Centre 
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Infrastructure that runs all of the councils primary business applications 

such as our Social Care system or the hundreds of other Business 

applications that are delivered locally allowing staff to deliver statutory 

responsibilities. The security of council data through backup and replication 

solutions and the routine testing of ICT Disaster recovery arrangements is 

also a key responsibility of this service area.     

  

The service manages, on behalf of the wider Staffordshire Public Sector, 

the Staffordshire Public Services network that means that council staff, 

NHS staff, Fire and Rescue staff and District\Borough council staff can all 

perform their critical roles accessing a variety of ICT resources and 

increasingly sharing intelligence and services over this exemplar shared 

service capability.  

  

Operationally this is very much a 365 x 24 operation and a range of “on-

call” arrangements are in place to ensure that operational availability is 

maximised and disruption to council or wider Public Sector operations is 

minimised.   

     

Inevitably the complexities of such environments require careful planning 

to ensure that changes and future demands are met, validated, 

documented and planned into design documents, change proposals and 

projects to ensure that the services delivered are fit for purpose, compliant 

with stringent security demands and don’t compromise the operational 

availability of services. The function therefore includes an Architectural 

team that validates technical changes and plans, be they driven through 

new service demands, increased utilisation, compliance, risk reduction, cost 

reduction or any other driver. The constant demand for ICT related change 

and the need to maintain security compliance means that this small team 

are critical to the sustained availability of services working closely with 

operational teams to ensure that deployment is authorised and 

implemented effectively.  

  

The Service Delivery team support the councils workforce of staff, 

volunteers and subcontracted partners to ensure that they can optimally 

access ICT services using the best technology to meet their needs and 

access support should they experience any difficulties. The team manage 

the routine refresh of end user computer technology including mobile 

devices and associated software.   
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The operational security team is responsible for maintaining compliant 

software using tools to ensure that security defences such as Anti-Virus 

software, supplier patches, encryption and authentication are constantly 

maintained to agreed standards.  The team work with subcontracted 

suppliers and act on threat intelligence and logging data to reduce the risk 

of compromise to ICT services or the loss of council data through theft, loss 

or destruction. With the ever-increasing demand to transact in a “digital” 

way the Security and Architecture teams manage the operational risks of 

delivering this in a compliant and secure way.  

  

 

 

Reporting Relationships 

Responsible to: Team Leader 

Responsible for: N/A 

Key Accountabilities:  

This post works across Staffordshire County Council (SCC) and the ICT 

community. It is primarily responsible with training for the provision of 1st 

and 2nd line ICT support providing efficient problem resolution, advice and 

support to customers, supporting ICT applications, end user compute and 

network technologies. The post holder will make use of corporate 

standards, best practice and established industrial standards in order to 

achieve the objectives of the unit.   

  

1. Work towards providing effective 1st and 2nd line ICT Support to the 

SCC user community resolving reported service issues and dealing 

with standard requests for change.  

  

2. With guidance ensure that operational service levels are achieved 

and where required work in virtual teams to assist with the delivery 

of wider activities e.g. projects, problem management teams, task 

groups etc. to ensure continuous improvement to ICT services  

  

3. Communicate effectively with wider ICT teams and customers on any 

disruption to ICT service availability.  

  



CFP 

   

Job ID: substantive job 70000410/G06/CAS 

4. Ensure that procedures in the areas of Problem, Incident, Change, 

Configuration and Release management are followed.   

  

5. Contribute to the delivery of Service improvements aligned to the 

delivery of the ICT Strategy and in year plan on a page.  

  

6. Keep abreast of improvements in relative ICT technologies e.g., end 

user computing, network technologies, operating system, 

applications, security technologies etc. through research, training and 

networking, highlighting and\or proposing further investigations 

where benefits and improvements can be made.   

  

7. Assist in the preparation, maintenance and testing of ICT Disaster 

Recovery procedures to ensure that the council can recover from a 

catastrophic event that impacts on the availability of ICT.  

  

8. Ensure that all inventories, asset registers, applications portfolios, 

customer databases, schematics, schedules and configurations are 

available and accurate to ensure that ICT services are fully 

documented, supported and recoverable.  

  

9. To participate in the full range of Departmental and County Council 

activities including corporate working groups and other initiatives as 

required from time to time.  

 

10. Such other duties as may arise in connection with the activities 

mentioned above.  
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Person Specification   
 
Qualifications/Professional membership 

• 5 GCSE’s Grade 4+ and above or recognized equivalent. 

• Willing to work towards the completion of Level 3 Apprenticeship – 

Microsoft Azure Cloud Support Specialist. 

• Prospective apprentices must not hold an existing qualification at 

the same or higher level as this apprenticeship in a similar subject 

 
 

Knowledge and Experience 

• Experience of supporting customers/clients with a range of 

queries/needs   

• Cyber-security awareness and the importance of this for an 

organisation 

• Comfortable learning and using a range of processes, tools and 

applications as part of the role. 

• Experience prioritizing tasks and managing stakeholder 
expectations                                                                                   

Skills 

• IT Literate (e.g. working knowledge of Windows, Outlook, Microsoft 

Office) 

• Ability to work under routine direction. 

• Effective written and oral communication skills 

• Ability to absorb new information when it is presented systematically 

and apply it effectively. 

• Methodical and precise with attention to detail 

• Analytical approach to problem resolution 

• Committed to making continuous improvements 

 

This post is designated as a casual Car user 

The content of this Job Description and Person Specification will be 

reviewed on a regular basis. 


